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M0 OprauM3auuu M IIpoBeeHHI0 PadoT no odecneueHHo Ge30NaCHOCTH
NEPCOHANBHBIX JAHHBIX IPH HX 00patoTke B HHGOPMANHOHHOI CHCTeME NEePCOHANIbHBIX
naHHbiX Komurera no nenam 3ATC npu Ipasurenberse Yamyprexoii PecinyGaukn

1. Hacrosiee [Monoxenue ycraHawnupaet TpeGosanus Kk obecneuennto 0€30MacHOCTH
MEPCOHANBHBIX [AHHBIX NMpu Hx obpaborke B HMHPOPMANMOHHOHM CHCTEME NEPCOHANBHBIX
naunbix Komurera no penam 3ATC npu TlpaButenscrse ¥ amyprekoit Pecnybiauku (nanee -
UCTIAn Komsurera), mnpencrasnastouiell coboli  COBOKYMHOCTH TNEPCOHANBHBIX JAHHBIX,
coaep:auuxes B 0aszax AafAHBIX, @ Talkoke WHQOPMALMOHHBIX TEXHOJOIHH M TEXHHYECKHX
CPEACTB, NO3BONMIOMMX OCYWMECTBAAT: 00paloTKy TaKMX IIEPCOHATBHEIX MaHHBIX C
WCTIOJIB30BAHMEM CPEACTB aBTOMATH3AIMHY (Aanee - HHPOPMARHOHHBIE CHCTEMBI ).

Hoxg Texnuveckumm  cpencreamu, NO3BOJIFIONIHMH  OCYLIECTBIATh  00paboTKy
TIEPCOHANLHBIX JaHHLIX, TOHMMAOTCA CPEICTRA BEIYUCIIMTENBHOH TEXHUKU, HHPOPMALIHOHHO-
BEIYMCANUTENbLHEIE KOMIUIEKCEI M CETH, CPEACTBA H CUCTEMEI IICpeHady, nmpHemMa u obpaboTku
HNEPCOHANBHBIX  JaHHEIX  (CcpeacTBa W CHCTEMBI  3BYKO3AlMCH,  3BYKOYCHJICHHSA,
3BYKOBOCMIPOU3BENECHHA, IEPErOBOPHBIE H  TENCBHM3MOHHLIE  YCTPOWCTBA, CpEACTBA
H3rOTOBJIEHHS, THPRKUPOBaHUA JOKYMEHTOB M Jpyrue TEXHUYECKUe cpeactBa o0paGoTku
peueBoli, rpaduueckol, BHIeO- u OYKBEHHO-UH(pPOBOH MHPOPMALKH), TPOrPAMMHBIC
CpeACTRA (ONMEpaLMOHHbIE CHCTEMBI, CHCTEMBI YIIPaBIeHUS 0a3aMi JaHHBIX W T.1.), CPEACTRA
3anIUTel HHQOPMALAH, IPUMEHSEMEIE B HH(OPMAUMOHHEIX CHCTEMAX.

2. be3onacHOCTe  NEPCOHANBHBIX  [JaHHBIX JOCTHTAETCA TYTEM HCKAKOUSHHS
HECAaHKUMOHMPOBAHHOTO, B TOM YHCIIE ClyyalHOro, ZoCTyna K MEpPCOHANBHBIM JKaHHRIM,
pe3ylbTATOM  KOTOPOr0  MOXET CTaTk YHHUTOXKEHME, H3MEHeHue, Onokupomanue,
KOTMPOBAHUE,  DACMpPOCTPAHEHHME  TIEPCOHANBLHBIX  JAHHEIX, a4  TalkKe  HMHBIX
HECaHKLUMOHHPOBAHHEIX JeHCTBUIA.

be30macHOCTE MePCOHANLHBIX TAHHBIX NPH WX 00paboTke 8 MHPOPMALMOHHBIX CHCTEMAX
obecrieunBacTCs € TIOMOLIBIO CHCTEMBI 3aUIATHI [IEPCOHANBHBIX JaHHEIX, BKIKOYAIOUIEH
OPraHU3alHOHHBIE MEPBl U CPCACTBA 3ALUTLI MHQOPMalLMK (B TOM YWCIE H(POBATbHEE
(kpunrrorpaduyeckue) cpencTBa, CpPeACTBA  NPEAOTBPAUIEHHS  HECaHKIHOHHPOBAHHOTO
ROCTYNa, YTeYKH MH(DOPMALMM HO TEXHHYECKUM KaHajgaM, I[IPOrPAMMHO-TEXHHYECKUX
BO3NEHCTBHE HAa TEXHHMYECKME CpeAcTBa 00paboTku IepCOoHanbBHBIX MAHHBIX), 2 TAKKe
HCTIONB3YEMbIe B HHPOPMANHOHHON cucTeMe HHOOPMAITMOHHEIE TEXHONOIHH. TeXHHYECKHE 1
NporpaMMHbIe  CPEeACTBA  YIAOBIETBOPAKOT  YCTAHABIWBAEMBIM B COOTBETCTBMM €
3aKOHOAATENLCTBOM  Poccuitckoli @enepanun TpeGoBaHUAM, OGECHEUUBAOIUM  3aLIUTY
VH(pOpPMaIHH.

HAns obecneyenus Ge30MaCHOCTH MEPCOHANBHBIX JAAHHBLIX Ipd uXx obpaboTke B
MH(OPMALIMOHHBIX CUCTEMAX OCYLIECTBIACTCS 3ailUTa peueBoil HHdOopMaLu 1 HHGOPMALKH,
00pabaThIBAEMON TEXHUYCCKUMH CPEACTBAMY, a TAKKe MH(POPMALNY, IPEACTABIEHHOI B BHIE
HH(QOPMATHBHBEIX 31E€KTPHYECKMX CHTHANOB, (H3NUYECKHX HONeH, HOCHTeNel Ha OyMaXkKHOH,
MArBMTHOHN, MATHUTHO-ONITHYCCKON U MHOMH OCHOBE.

3. Metouasl M criocobul 3a1mTsl wHGOpMauHu B HHQOPMALMOHHEIX CHCTEMAX



ycranapiuaiotes PepepanpHoit cnyx00d MO TEXHUUSCKOMY M 3KCIIOPTHOMY KOHTPONIO U
DexepanbHoil ciyx60ii 6ezonacuocTy Poccuiickol ®Penepauu B npesenax ux MOIHOMOUYHRIA.

JIOCTAaTOYHOCTE MPUHATHIX MEp Mo 00eCHeYeHNIO GE30MACHOCTH TIEPCOHATBHAIX JAHHBIX
npu uX o0paGorke B WHOOPMANMOHHBEIX CHCTEMaxX OICHUBACTCA TPH  TIPOBEACHHH
roCYapCTBEHHOIO KOHTPOS M HAA30pa.

4. PaboTtsl no obecredyeHUIO 0€30MAaCHOCTH HEPCOHANBHEBIX JAAHHBEIX NMPH UX 00paloTke B
HHPOPMALMOHHBIX CHCTEMAaxX SBIAIOTCA HEOTHEMJIEMOM 4YacTblo padoT IO  CO3ZaHMIO
MHG(OPMALIMOHHBIX CUCTEM.

5. Cpencrea 3amnTel HHGOPMALMH, IPHMEHAEMblE B HHOOPMALMOHHBIX CHCTEMAX, B
YCTAHOBIAEHHOM HOPAAKE IPOXOJAT [IPOLELYPY OLEHKH COOTBETCTBUS.

6. MudopmanMoHHbIE CUCTEMSB! KIACCHPUUMPYIOTCS TOCYAAPCTBEHHBIMH OpraHaMH,
MYHUUHMNAIBHBIMK OpraHaMH, IOPHANYECKHMMH UIH (PHU3MYECKUMH TULAMH, OPraHU3yIoLHUMU
1 (1K) OCYLIECTBAAIILMMY 00palOTKY NEPCOHANBLHBIX JAHHBIX, & TAKXKE OIpene/IIoLuMu
HEIH U coaepxaHue o0paboTKu MepcOHANBHBIX NAaHHBIX (7ajlee - Oreparop), B 3aBUCHUMOCTH
oT o6beMa 00pabaTbIBACMEIX MMM IEPCOHANBHEIX JaHHBIX H Yrpo3 OC30MaCHOCTH JKU3HCHHO
BAXKHBIM HHTEpecaM NMYHOCTH, 001ECTBa U TOCy 1apeTRa.

[lopagox mnpoBeacHUs KiIaCCHPUKANHA WHPOPMALHOHHBIX CHCTEM YCTaHABIHRAETCH
coBMeCTHO DemepanbHOl  cnykO0H 10 TEXHHYECKOMY M DKCHOPTHOMY — KOHTPOJIO,
Dejiepanproit cnyx0Ooit OezoracHocT Poceniickoil @epepatind 1 MUHHCTEPCTBOM CBAZH U
MAacCOBBIX KOMMYHHMKauui Pocculickolf Genepaunu.

7. OOMEH NepcOHANBHBIMU AaHHBIMH NpH nX o0paboTke B MH(OPMALIMOHHBIX CHCTEMAX
OCYILECTBIFIETCA [0 KaHanaMm CBS3M, 3alUTa KOTOPHIX O0ECNeqUBAcTCA [TYTEM peaIH3allHiu
COOTBETCTBYKOIIHMX OPraHU3aLHOHHEIX MEP U (UH) MYTeM NPUMEHEHUA TEXHHYECKUX CPE/ICTB.

8 Pasmewenne uHPOPMANMOHHBIX CHCTEM, CReliHanbHoe o0OpY/NOBAHME ¥ OXpaHa
IIOMENICHUH, B KOTOpPHIX BefeTcs padoTa ¢ NepCOHANBHBIMH JAHHBIME, OpraHM3anns pexuma
obecnedyenna O€30MACHOCTH B OTUX INOMEUIEHHAX [O/DKHEI OOecleuuBaTh COXPaHHOCTE
HOCHTEJICH MEepCOHANLHBIX JAHHBIX H CPEACTB 3alMUTHEl MHOOPMAUMH, & TAKKE HCKIIOUYaTh
BO3MOJKHOCTh HEKOHTPONUPYEMOrO IIPOHUKHOBEHUS MM Mpe0blBaHUS B ITUX TOMEILEHHAX
FOCTOPOHHUX JIHIL

9. be3omacHOCTh MNEPCOHAABHBIX HAHHBIX Opy Hx 00padorke B HMHOOPMANHOHHOM
cUcTeMe O0ecrneynBaeT CNelMailcT MOApa3eeHHs, KOTOPEI Ha OCHOBAHMU AOMKHOCTHOTO
pernaMmenta 00d43aH  OCYIIECTBIAATH  00paloTKy nepcoHanbHbIX  AaHHBIX  (pagee -
YIIOJIHOMOYEHHOE JIHLO).

CylLECTBEHHBIM YCIOBUEM SBNACTCA O0A3aHHOCTE YIIOIHOMOUEHHOTO JiHLA 00eCneunTh
KOHHMIEHIMANBHOCTL [IEPCOHANBHEIX JABHBIX H 0€30MaCHOCTD MEPCOHANBHBIX AAHHBIX IIPH
1nx 00paboTke B HHQOPMALIMOHHOM CUCTEME.

10. TIpn ob6paboTre MepcoHANBHBIX AaHHBIX B UH(OPMAUMOHHON cHCTEME MOKHO OBIThH
ofecrieueHo:

a) NPOBEJICHUE MEPOTIPUSLTHIA, HANPABJIEHHBIX Ha NPeA0TBPALLEHHE
HECAHKIIMOHHPOBAHHOTO AOCTYIIA K [EPCOHANBHBIM A3HHHIM KU (MITH) Niepesiadyy ux fulam, He
MMEIOLIHNM NpaBa AOCTyNA K TakoH HHOOPMAaLAH;

6) cBoeBpeMeHHOE OOHapy)keHMe (AKTOB HECAHKUHMOHUPOBAHHOTO  AOCTYNA K
MEePCOHANBHEIM TAHHBIM;

B) HENOIMYLICHME BO3JEHCTBUS TNa TEXHMYECKHMC CpeJCTBA aBTOMATU3MPOBAHHOMN
00paboTKM MEPCOHANBbHBIX AAHHBIX, B Pe3yNbTaTe KOTOPOTO MOXKET OLITh HapylIEHO HX
(YHKUHOHUPOBAHHE;

T) BO3MOXHOCTb HE3AMEIIHTENLHOr0 BOCCTAHOBACHMA TMEPCOHANBHBIX  JAHHLIX,
MOAM(DUUMPOBAHHBIX WIM YHHYTOXKEHHBIX BCNEACTBUE HECAHKIMOHUPOBAHHOIO AOCTYNA K



HHM,

I) TOCTOAHHEIH KOHTPO/JIb 3a O0eCIICYeHHEM YPOBHS 3aUIHIIEHHOCTH NEPCOHAIBHBIX
JAHHBIX.

11. Meponpustus no obecrnicueHuro $e30MACHOCTH TMEPCOHATBHEIX JAHHBIX IIPH HX
00OpaboTKe B MHQOPMALIMOHHBIX CUCTEMAX BKIIIOUAKOT B Ce0s:

a) onpeleneHHe yrpo3 0e30MacHOCTH IMEPCOHANBHBIX [JAaHHBIX MpH UX 00paboTke,
(opMHpOBaHHE Ha X OCHOBE MOJENH YIPo3;

§) pa3paloTKy Ha OCHOBE MOJENH YTPO3 CHCTEMBI 3aLiUTHl [EPCOHANBHBIX [JAHHBIX,
ofecneuuBaroiiell HeHTpanH3alMIO NPEANONAracMbIX yrpo3 ¢ HCHOJb30BAHHEM METOIOB H
Croco00B 3alIUTEl NEPCOHANBHBIX JAHHBIX, MNPEIYCMOTPEHHBIX IJ COOTBETCTBYIOIIETO
Knacca HHPOPMaLHOHHBIX CHCTEM;

B) IIpOBCPKY TOTOBHOCTH CpCACTE 3aliHTE] HH(lJOpMﬂI_II/IH K HCIIOJNL30BAHHIO C
COCTABJICHUEM 3aK/IIOUEHHH O BO3MOYXHOCTH UX IKCITYAaTALHH;

') YCTAHOBKY M BBOA B SKCIUTYaTalldiO CPEACTB 3aUIMTEl MHPOPMAITHH B COOTBETCTBHU C
JKCIYaTAUMOHHOM M TEXHUYECKOI JOKYMEHTAIIUEH;

) o0yueHHE UL, HUCTIOAB3YIOWIMX CPEACTRA 3aIUWTHI WH(OPMALVH, NPUMEHAEMbIE B
HH(POPMALIMOHHBIX CHCTEMAX, MpasiiiaM paloThl ¢ HUMM;

€) YYeT IIpUMEHAEMBIX CpPEACTB 3alllMThi HHGOPMAalMM, 3KCIUTYaTALHOHHOI 1
TEXHUYECKOH JOKYMEHTAUMN K HUM, HOCUTENEH [1EPCOHANBHBIX JAHHBIX;

M) yueT NHL, AOOYIUEHHBIX K paboTe ¢ NepCOHATBHBIMH JaHHBIMHA B WHOOPMAIIMOHHOMH
CUCTEME;

3) KOHTPOJIb 32 COOJIIOACHUESM YCIOBHA HCMONIB3IOBAHHS CPCACTB 3aUIMTHl HHGOPMALHH,
NPELyCMOTPEHHBIX IKCINYATANHOHHOA U TEXHUYECKOH JOKYMEHTALMEH;

1) pa3duUpaTensCTBO W COCTABACHUE 3aKIFOUYeHUH no daxkraM HecoOniOAcHHS YCIOBUH
XpaHeHHWs1 HOCUTENEH MTepCONaNbHBIX AaHHBIX, HCIIOIIB30BAHMS CPEACTB 3al1UThl HHPOPMALHH,
KOTOpBIE MOTYT FMIPUBECTH K HAPYLICHUIO KOHGUIASHUUANBHOCTY TIEPCOHAILHBIX JAHHEBIX HITH
JAPYTHM HapyIICHHWAM, [PHBOASIIMM K CHIMKCHUIO YPOBHS 3AUIUIIEHHOCTH IMEPCOHANBHEBIX

JauHBIX, pa3padoTKy M TPUHATHE Mep TI0 MPeAOTBPALlICHUI0 BO3MOXKHBIX OIIACHBIX
NOCNeACTBUI 110XO0HBIX HApY LIEHHH];

K) OITHCAHHE CUCTEMEI 3all[UTHl MEPCOHATBHBIX JIAHHEIX.

12. Jlns pa3spaboTKi M OCYIUECTBIECHUS MEPOIPUATHH 110 obecrieyeHno 0e30NMacHOCTH
TEPCOHANBHAIX JAHHEIX MpU UX 00paborTke B MHPOpMALUOHHOM CHCTEME OTEPATOPOM WIH
YIOJIHOMOYEHHEIM ~ JIMLIOM  MOMET Ha3HauyaTbCsl CTPYKTYPHOE [MOAPA3NCACHHE MM
JOMKHOCTHOE U0  (paBOTHMK), OTBETCTBEHHEIe 3a obecrneuende  6e30I1aCHOCTH
NEPCOHANBHEIX JAHHBIX.

13. Jluna, pocrynm KOTOPBIX K TIepCOHaNbHBIM  TaHHBIM, 00paGarThiBa€MbIM B
uHbopMALNOHHOH cHcTeMe, HeoOXOAMM 1AS  BHIMNOMHEHHA CAOY:KEOHBIX  (TPYAOBBIX)
00s3aHHOCTEH, JOIMYCKalOTCs K COOTBETCTBYIOLIMM NEPCOHANBHBIM JAHHBIM HAa OCHOBAHHMH
CTIHCKA, YTBEPIKACHHOTO ONIEPATOPOM MJIH YIIOTHOMOUYEHHEBIM JTUIIOM,

14. TIpu oOHapykeHWK HAPYLWIEHUH OOPAAKA NPEAOCTABICHUS MCPCOHATHAHBIX NAHHBIX
OMepaTop WM YHOJIHOMOYEHHOE  JIMIO  HE3aMEeUIMTENbHO  TPHOCTAHABIHRAIOT
NPEeNOCTAB/IEHUE MEPCOHANBHBIX JAHHBIX [ONb30BATENAM HHOOPMALWOHHOH CHCTEMEI A0
BEIAB/JIEHHUA [IPHYHH HAPYUIEHWH M yCTpaHEHMWS PTUX MPUYMH.

15. Peanuzauus tpeboBanuii no obecneueHuo 6e30MacHOCTH HHPOPMALIHN B CPEICTBAX
3aLUTE! UHGOPMALuY BO3IATAETCS Ha BX pa3padoTUHMKOB.

16. K cpeacrsam 3aumtel uHQOpMALMH, NOpeiHa3HAYeHHBIM a1a obecneuyeHus
0€30IaCHOCTH NEPCOHANBHEIX NaHHBIX Mpu ux 06paboTke B MH(OPMALMOHHBIX CHCTEMAX,
[IPUNArafOTCA [PaBU/IA MMOJB30BAHUA 3TUMH CpeAcTRaMu, cornacoBaHuwpie ¢ dexepanbroit



cayxbofi TO TEXHHUECKOMY M BKCOOPTHOMY KoHTponwo u  (enepampnoit  cnyxboi
6e3zoracHocTH Pocculickoit Genepaunn B mpeaenax Ux MOTHOMOUHEH.

HNamenenne ycnoBuil NMpUMEHCHUS! CPEACTB 3alIUTH WUHEPOPMAIHUH, TPSAYCMOTPEHHBIX
VKa3aHHLIMH  [IPaBWJIaMH, COIJIACOBHIBAETCS C 3THMHM  (eAepaJibHBEIMH  OpraHaMH
HCTIONHUTENBHOR BIACTH B MpeAenax ux nofHOMOuKH.

17. Cpenctsa 3amuThl HHbOpMALHH, NpeAHA3HAYeHHbIE 11 obecnedeHus Oe30MacHOCTH
NEPCOHANBHBIX JAHHBIX NpH WX 00paboTke B MHPOPMAUMOHHEIX CHCTEMAX, IIOJUIEKAT YUETY €
MCHOJIE30BAHHEM UHAESKCOB HIIM YCJIOBHBIX HAMMEHOBAHU U PErUCTPALMOHHBIX HOMEPOR.




